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December 21, 2016

Office of the Attorney General

Consumer Protection and Antltrust Bureau
33 Capital Street

Concord, NH 03301

Fax: (603) 271-2110

VRe'. Information Security Breach Naotification
Dear Sir or Madam:

-This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had
a dura breach incidem involving mformation for (13) Ameriprise chients who are residents of
New Hampshire. Specifically, on December 6, 2016, it was discovered that an external hard
drive maintained by a franchise advisor’s office was accessible via the internet. This was an
isolated incident pertaining only to information this advisor maintained. The bard drive
contained back-ups of financial documents, including names, addresses, dates of birth, account .
and Social Security numbers, While the information was not easily accessible and would require
a person to search specifically for the port that contained the hard drive, it was immediately

taken offline upon discovery.

After this letter was sent to your office, Ameriprise Financial also sent a notification letter to the
affected residents, a copy of which is enclosed. The letter describes steps Ameriprise Financial
is taking to help ensure that these individuals® accounts are not accessed by unauthorized persons
and provides them with an opportunity to enroll for one year of credit monitoring from Equifax,
at Ameriprise Financial’s expense. In addition, we have included a copy of a brochure
containing information about how to protect against identity theft.

If you have any questions regarding this incident, please contact-me at (248) 205-5817,

Smc ely,

Kathlccn A. Dedenbach

Vice President & Group Counsel
Chief Privacy Officer

General Counsel’s Organization
Ameriprise Financial, Inc.

KAD:jaw
Enclosures
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1632 Client ID

Ameriprise

Financial

<<Mail Date>>

<<First Name>><<Last Name>>
<<Client Address 1>>
<<City>>, <<8T>> <<Z[P>>

Dear<<First Name>> <<] ast Name>>;

1 am writing 1o make you aware of an incident involving your personal information. On December 6, 2016, it was discovered that an
external hard drive meintained by my Senchise office wes wressible via the internet. This is an irolated incident pertaining only o
information I maintained. The hard drive contained back-ups of financial documents, including names, addresses, dates of birth, and
account and Social Security numbers. While the information was not easily accessible and would require a person to search
specifically for the port that contained the hard drive, we immediately took it offline upon discovering the issue,

We take the security of your information very seriously and apologize for this incident. We have taken steps to protect your accounts
rom unauthorized ectivity, including instructing our service associates to use extra caution when verifying callers and to confirm the
signature on written requests related to your acco unts.

As a precaution, Ameriprise Financial is also providing you an opportunity to enroll in an independently operated credit monitoring
* program for one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies. Equifax Credit Watch will provide you with an “early warning system” which alerts you to any changes to your credit file.
. The last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free
" year of coverage. »

I recommend you take the following actions to help protect against the potential misuse of your personal information such as:

e Thoroughly review your account statements and transaction confirmations. . )

e 'Review any solicitations you receive in the near future. '

*  Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity. '
Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about
the caller, hang up and call me to verify the validity of the call,

In the event that you experience fraud or theft as 2 direct result of this situation, please call the Ameriprise Financial Suspicious
" Activity Hotline immediately at (300) 862-7919, Ext. 11208 to speak with a fraud investigator.

If you have any questions, please do not hesitate to contact me at (508) 775-2399. Please accept my sincere apology regarding this
situation and any inconvenience it may cause you.

Sincerely.

John Pupa
Financial Advisor

" Enclosure: Ameriprise Financial Identity Theft Brochure € 2016 Ameriprise Financial, Inc. Alf rights reserved
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Activation Code; INSERT Credit Monfloring Code

About the Equifax Cradit Watch™ Gold with 3-in-1 Equifax Credit Watch provides you with the following key
onitoring iden h ection product features and benefits:
o Comprehensive credit file monitoring and automated

Equifax Credit Watch will provide you with an “early alerts of key changes to your Equifax, Experian, and
warning system” to changes to your credit file and help you TransUnion credit reports
to understand the content of your credit flle at the three 0 Wireless alerts and customizable alerts available
major credit-reporting agencies. Note: You must be over age (available anline only)

i 18 with a credit file In order to take advantage of the o One 3-In-1 Credit Report and access to your Equifax
product. Credit Report™

o Upto $1 million in identity theft insurance * with $0
deductible, at no additional cost to you

© 24 by 7 live agent Customer Service to assist you in
understanding the content of your Equifax credit

i information, to provide personalized |dentity theft
victim assistance and In initiating an Investigation of
inaccurate information.

© 90 day Fraud Alert * placement with automatic renewal
functionality” (available online only)

YHow 1o Enroll: You can sign up onkine or over the phone

To sign up online for online delivery go to To sign up for US Mail delivary, dial 1-866-937-8432 for
www.myservices. equifax.com/tri access to the Equifax Credit Watch automated enroliment

process. Note that all credit reports and alerts will be sent
1. Welcome Page: Enter the Activation Code provided at | to you via US Mail only.
the top of this page In the “Activation Code” box and

click the “Submit” button. 1. Activation Code: You will be asked 1o enter your

2. Registerr Complete the form with your contact enroliment code as provided at the top of this letter.
information {name, gender, home address, date of birth, | 5 Custgmer Information: You will be asked to enter your
Social Security Number and telephone number} and click home telephone number, home address, name, date
the “Continue” button. of birth and Saclal Security Number,

3. Create Account: Complete the form with your email 3. permissible Py - You will be asked to provide
address, create a User Name and Password, check the Equifax with your permission to access your credit file

» ” % ] -
th to accept the Terms of Use and ciick the "Continue and to monitor your file. Without your agreement,
utton. Equifax cannot process your enroliment.

4. Verify ID: The system will then ask you up to four )
’ . 4. Order Confirmation: Equifax will provide a
securit estions to verify your identity. Please answer : '
v qu ns fy by confirmation number with an explanation that you will

i the questions and click the “Submit Grder” button. . .
5. Orde nfirmation: This page shows you your rece_ive Your Fulfillment Kit via the US Mail (when
Qrder _Confirmation ) Equifax is able to verify your identity) or a Custorner

completed enroliment. Please click the “View My . A . A

Care letter with further instructions {if your identity
Product” button to access the product features. X i .

can not be verified using the information provided).
Please allow up to 10 business days to receive this
information.

Directigns for placing a Fraud Alert
A fraud alert is a consumer statement added to your credit report. This staternent alerts creditors of possible fraudulent activity within

your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to
your credit report, all creditors should contact you prior to establishing any account in your name, To place a fraud alert on your
credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto frand line at 1-877-478-7628, and follow the
simple prompts. Once the fraud alert bas been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, on your behalf,

1 -« [dentity Theft Insurunce underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. The deseription herein is a summary and intended for
informational purposes oaly and doas not include all terms. conditions and exclusioas of the policies descibed. Plsase refer to the actust policies for terms, conditions, end exclosions of
coverage Coverage may rot be available m ll jurisdicti This product is not ded for minors {ander 18 ysars of age)

2 - The Automatic Fraud Alert faxture mads available 160 consumers by Equifax Information Servioes LLC und fulfilled on its bebalf by Bquifax Consumer Services LLC



http://www.mysgrvic,es.eguifax.com/ttl
http://www.fraudalerts.eqyifax.com

How does identity theft happen?

*  Dumpster Diving )
Rummaging through trash looking for bills of other
gocumaents with persengl infermation — your name,
address, phona ramber, ulilty Service sooount
numbers, credit card numbers and your Social
Securty number.

»  Phishing
Phone ceiis, sparm mails of popup messages
where criminals fmpersonate fingncial Institgions

| _<f campanias to pe:smueyouw 'evea! perscnul

“information. For exampte, you May fecehve an email

asking you-to "uptate” or "confirm” your information
2nd direct you to 3 website that 1ooks Mentical (o the

lagitimata crganiration’s sie. The plishing she 15 8

phony site designed 10 trick you into dvuling your
i o ion s0.the ¢

igentity,

¥ you believe a massage 10 be phishing, forward

1t o spamdPure g and the leglimate company

impersonated in the email. For any phishing emesl

-impersonating Ameriprse Finencial, please send ywr

message 10 ant. ffzud@smpr.wm

*  Social Enginvering
Tha misuse of a logitimete business by mnmg
or sending 6mads that attempt o bick you vip
revealing personal infprmation. For example,
somedne cails pretendng i offer you ajob and
asks for your persons! information, such as your

© "Sotial Seourtty nurtber, to ses f you “quality” for the

posiion,
s Theft

Swoating or ﬂnﬂmz lost wallets and purses, as welias
it et Such as DEMK ang credit Carg stataroans,

pre-approved credil offers, new checks oF X
Informstion. Thisves may aiso’work for businesses,
medk:s! offices or government agoncies, and steal
information on tha jab.

OnGuand Online

can sleal yowr

Resources

" You ¢an find resources ghd information onbine ang

om governmertl agencies abovt swams and wimes.
that can 'aad 1o identily theft.
Federal Trade Conminission
Web: Rc.gov/idtheft
Phoene: 1,877 10-THEFT (438.4238)
or TTY 1.866.653.4281

web: ongusrdonhine gov

privacy Righis Clesngdiod
Web: privacyrights. .o
Phone: 619.298.3396

US Postat inspection Sarvice
Web: usps.com/ postalinspectors
Phone; 1877 876.2455

US Svoret S‘enhs
Web: sacrelscrvice £ov

Socinl Security Administration
- Web: ogl 338 gov
Phore-Fraud Hotlire: 1.80X). ?Mm’ll‘
Web: usa.gov
Phone:1.846.872.4681

wab: Kitheftcenter.ong
- Phene: 1.888.400.5530

Fipancta Pleoing | Rottivment | Bvmatroosts | Inssrenos

Amanpnse Foangis! Stvions, e .
798 Ameriprios Firpevcinl Conter, Minnoagota, MN 66474
TRIKTILE.COM

© 20112018 Ameriwise Finandal; Inc. AR ngms resacved,

- 260767 K {64716)

Ameriprise @

Finarcial

% ’Réducev
your risk of
‘identity theft .

What is Identity Thett?
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Protect your identity

Keep your Informetion private. Before disclosing
ary parsonal information, ensure you know vy it is
raquired and how ¢ will be used.

- Dosvt respond to emai, tedt o phone
messages that ask for personat information.
Legtimate companies don't ask for Information
this way. Delete the message.

Guard your Social Security numbes. Do not

give your Social Security number 10 peogle of

COMpanies you do not krow.

Request ta aae a pnvacy policy, A legiimate

busmess reguesting your Socis Security cumber

should have a privacy pollcy explaining why
pervongl inforengtion 13 cotiected. how it's used,

and who wi have access to 4.

Destroy old documents. Shred mformation you no

longes need that comains personally identifiable

information and account numbers. For exampie,
credit carg rooeits, hilling statemens anc pre-
approved credit offers should be shreddad before
you disicard them.

Safeguard your malt frows theft. Promplly remave

nconing mail from your malbox or consider a

locking mailbox, and piane outpning mal in post

vifoe colfection boxes,

Carvy anly the essentials. DO not camy extra credd

cards, your birth cenificate, passport of your Social

Security card with you, except when necessary.

Review your credit repart. The faw requires the

three major credit buresis — Equifax, Expavrian and

TransUnion — to prowde a free cogy of your credlt

fePORT ONCE (XX YEBT.

- ¥ist annusicreditreport.Com OF call
1.877.322.8228 to order your free creat
reports each year.

- Consider staggerng your credit reoort requests
om each agency throughoul the year. Look for
Inquides ard activity on your acoounts that you
can't sxplan,

Review your statements. Carefully ard promptly

review all transaction confinnations, account

statements and reports. Reguiary rewew your
pocount(s) by logging into the secure site at

www ameriprise oo, i you suspect or

encounter sry unauthorizred activity on your

Ameriprise Financial socounts, cali your personat
dnancial advisor or cortact Chient Service at
1.800.862.7919.

Protect yourself online

Be wary of any unsolxoted emaits and offers that
seem too good to be true, Never cliek on 2 link
sent in an unsalicited ematt,

i you are in doubt, don't reply. Call the institution

at a known number.

Use only secure websites when emering
personal information or makng online purdwises.
Secure websites can be recognired by the prefix
ips:// and @ padiock icon in the status bar of
the wed browser.

Avoid secessing your financial accourts onling
from public computers at libcariss. hotel butiness
cartars or airperts. These are prime target areas
for thieves using keystroke montoring tools o
Stoal your usemames dnd passwords.

Create unique passwords and personat
dentification numbers (PiNs) using letters,
chancters and numbers.

Use firewalls, antispyware and antivirus softwarg
10 protact your home computer and egulanty
updoate these peograms.

Educate yourself There are educational
matarials about many of the onine scams at
anguardoniing. gov.

Limd the personal information you make public
on social media sites, inchuding mtormation
about leaving for vacauon o information about
your routings.

Red flags of identity theft

Unauthoeized chargos on your bank, credit card o
other acoounts

Mistakes on the explanation of medical benefits
frans your heaith plan

Your segular bills and accountt statements don't
arrive on tme

Bitla or coflection notives for products or services
YO never receved

Calls from debt collectors about dedts that don't
Detong 1o you

You are umed down unexpectedly for a8 [oan or a b

What to do if your personal
information is lost or stolen

+ Contact ane of the three major eradfit bureaus enc

resuast that a “fraud alert” is placed on your Kle.
The alert instructs creditors to verfy your identity
via phone before opening any new accounts of
making changes to your existing aRoounts.

Cindit Buseads

Eoitay PO, 8ox 740241
Atiante, GA 30374
(BO0) 5256285
equifaccom
Espenan PO Bar 9454
Alien, TX 75013
(BUE) 4073743
expenae g

2 BN £,
£.3 Hox 1666
Chisten, PR 180627
(BO0) 88y TidG
ARSI EHNTT

Teapstyoan

+ 1 you suspect or encounter afy unauthorized
activity on your Ameniprise Financig! ecoounts,
call ynur personal financial adviso’ oF contact
Chent Service a1 1.800.862.7919.

How Sasenip Financial

proleets vour information

E ©

What to do if you are the victim

of identity theft

#f you discover that semecne has usad your

persanat informALon 10 spen accounts of pursue

unaitharized actwd:

o Contact a ¢refit bareau. inkwm ane of the
three mizjor texdit bureaus that you are a victim
of identity theft.

¢ Place o trads ol Your credit report. Consider
a credit eononag service.

. o your other Rnancial inatitutions.
They may be: abie to provide addtonal securty
measures © protect your account. Close any
aocounts you Suspect are frauculent or have
fraudutont fansactons.

«  Fhe a police report. identity theft is @ crime
and most ¢TeHOrs require 2 law enforcement
teport as proof of the Meft,

*  Ruport the crime to the Faderal Trade
Cammission (FTC). Your repart will aid iaw
entorcemedt officials across the country in
their investigations.

*  Sesk pasistance. The FIC has created an

entity the® infarmation packet to assist victms.

Request a backet via the contact optives below:
web: fic g/ idhelt

Phone: 1. 877.1D-THEFT {438.4338}
or TTY 1.866.653.4281

+  File g clakm with your insrance caniec
Check your' poiCy o carner W determing I
you have wlentity thefy Insurance protection. if
appiicable, vonsider Kling a ciaim,

*  Noesp a vecord of your contacts. Start a file
with copies of your credit reports, the
paolice repert, copies of Asouted bills and
ary comrespentence. Keep a log of your
oONMversatons with creditors, taw enforcerment
officiuls ard other ralevant parties. Follow up all
ghone cals in writing and send corresponcence
wia certified mail, return recolpt requested.

01 9log 12 28Q
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